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Changing mobile device with the
Authenticator App

This guide is for staff and students.

This guide details how to change mobile devices, when using the
Microsoft Authenticator app to authenticate to UEA services, such as
Microsoft Office (Word, Excel, etc), Teams and the My.UEA website, as
well as University systems such as Blackboard.

If you no longer have access to your device, in that is lost, stolen, or
broken then please contact the IT Service Desk who can help you. They
will need to unregister the device at Microsoft, so that prompts are no
longer sent to that device https://www.uea.ac.uk/itsupport

YOUR NEW

UEA LOGIN
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Before you start

You will need your current device

You will need your new device, ready to add the app

Access to a laptop or desktop

We do advise that you read through the guidance before starting as the Microsoft
set-up process is designed to time out after a few minutes. The guided process will
be clear on screen.

The phone icon shown below appears when you need to use your mobile device
and the computer icon show below appears when you need to use your desktop or

laptop.
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Remove your current device for authentication
For security reasons, you will need to remove your old phone as an authentication method
and to prevent authentication prompts being sent to your old device.

To do this go to https://mysignins.microsoft.com/security-info

When asked to Sign in enter your UEA email address in the format abcl2deu@uea.ac.uk

and then

Enter password and click on Sign in

If you are already signed into your account, you may not see these screens.

| | FVH e
icrosoft University of
= (E & East Anglia
Sig n in & hrh22ytu@east-anglia.ac.uk
Enter password
abc12deu@uea.ac.uk|
Can't access your account? Forgotten my password

Sign in with your UEA account e.g. abc13xyz@east-
anglia.ac.uk - If you are an external party
collaborating with UEA please sign in with your
Office 365 account provided by your organisation
€.g. username@domain.com

Q\}. Sign-in options

You will see a screen which shows the methods you have set up to authenticate.

University of .
IE\ E:sﬁr:gly\’a My Sign-Ins ~/

,Q\ Overview

2 Security info

=1 Organisations

L Devices

8 Privacy

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Authenticator app or hardware token - code

1 Add sign-in method

% Phone Change Delete
®  Microsoft Authenticator iPhone Delete
B Securitykey Yubikey Delete ~

Lost device? Sign out everywhere


https://mysignins.microsoft.com/security-info
mailto:abc12deu@uea.ac.uk
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Find the device you wish to remove, and the click on the delete link.

+ Add sign-in method

% Phone Change
@ Microsoft Authenticator iPhone
El Security key Yubikey

Delete

Delete

Delete

You will see a warning message, based on the option you are removing. Phone indicates
that you have set up SMS and Microsoft Authenticator indicates that you have set up the
app, on your phone or other device. You may not see all methods above showing on
your screen.

Delete phone Delete authenticator app
Are you sure you would like to delete this Are you sure you would like to delete this
method for your account? method for your account?

Click on Ok to go ahead and delete the method.

Once this has been deleted, your device will no longer show as an authentication method,
and a green box will appear in the top right-hand corner of the screen.

Your authenticator app was deleted. »

Tue, 30 Aug 2022 1541201 GMT

At this point you should delete the app from your old device.
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Register your new device
From the same screen, you can now add your new device.

Click on Add sign-in method

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Authenticator app or hardware token - code

~+ Add sign-in method

[+ T
Add a method X
Which method would you like to add?
Choose a method e
From the drop-down list, choose Authenticator app and click Add.
X

Add a method

Which method would you like to add?

Authenticator app - |
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It will now ask you download authenticator App to your mobile device. Click Next.

Microsoft Authenticator ><

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "MNext".

If you have not downloaded the app on your new device, please follow the instructions
below.

Download the Microsoft Authenticator App onto your new device

want to use a different authenticator app

The Authenticator app is free and UEA will not have any access to the data you provide. You
can use the app for any personal accounts you may have, which require authentication. MFA
is becoming more common, with services such as banks, social media, like Facebook and
shopping apps such as Amazon.

* Download the app from the Google Play Store if you have an Android device
* Download the app from the iOS App Store if you have an Apple device

N4

The app uses this logo

The Microsoft Authenticator can receive notifications both over mobile and Wi-Fi
connections. In addition, the mobile app can generate verification codes even when the
device has no signal at all.
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Once the app is downloaded, click on Next on your laptop or desktop and you will be asked
to Set up your account

Microsoft Authenticator

Set up your account

plad. alc WO AR THan S5 b Sofusl. ded el ec] “WRE o0 R

You will now see a QR Code on screen.

Microsoft Authenticator

|Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

Can't scan image?
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Open the Authenticator app on your phone.
It will display a screen relating to gathering basic app data. You will need to click on Agree
to move forward.

18:25 7 .
< App Store

Microsoft needs basic app data

We collect required basic
diagnostics to keep the app secure
and up to date. This does not
include your name or any sensitive

data.

Privacy statement

On this page, there is a link to the Microsoft Privacy statement.
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On the next screen tap on Add work or school account.

18:26 7 T .

W
a
B

Peace of mind for your
digital life

Skip

Secure your accounts with multi-
factor authentication.

= Sign in with Microsoft

[#] Add work or school account

2% Scana QR code

You can get a QR code from your
erganization or account provider, such as
Microsoft, Google, or Facebook

Restore from backup

And then, Add account on the next screen

09:229

= Authenticator

Ready to add your
first account?

4

Add account

Already have a backup?
Sign in to your recovery account.

Begin recovery

# P ©

Authenticator PasswOrds Addresses Ver
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Tap on Work or school account on the next screen.

Add account

WHAT KIND OF ACCOUNT ARE
YOU ADDING?

] Personal account

] Work or school account

Other (Google, Facebook, etc.)

The box shown below will appear on screen. Tap on Scan QR code to open your camera.
You may be asked to give permission to access your camera.

15:28 4

< App Store

4 Add account

WHAT KIND OF ACCOUNT ARE

YOU ADDING?

== Personal account >
BT

Other (Google, Facebook, etc.) >
N Add work or |

school account
Signin

Scan QR code

10
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The camera will open to scan the QR code. Position your phone so that the QR code is in
view and the phone will pick it up automatically.

Scan QR code

Your account provider will display a
QR code

You may see a message about App Lock enabled, if you have that setting on your phone.

This means you will need to unlock the app, with the same method you unlock your phone
e.g., code, face ID or fingerprint ID.

App Lock enabled

To better protect Authenticator, we've
enabled App Lock by default. To turn it
off, go to the app settings.

This can be turned off in the app, if needed.

11
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Now that you have scanned the QR code, go back to your laptop or desktop device.

Microsoft Authenticator E

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will conmect the Microsoft Authenticator
app with your account

After you scan the QR code. choose "Mext”.

Can't scan image?

Click Next on the screen.

You will now be prompted for your first MFA approval at UEA.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

v/

Let's try it out

P\ppmve the notification we're sending to your appl

Back

| want to set up a different method

12
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On your mobile device within the Authenticator app, you will receive a prompt. Tap on
Approve. Any future MFA notifications will look like this)

University of East Anglia
cle19pvuBUEA AC.UK

Approve sign-in?
University of East Anglia
Cle19pvu@UEA AC UK

Approve

Any future MFA notifications may look like this, or you may have to enter a code.

==Y

Once approved on your device, you will get a message on your laptop or desktop stating
Notification approved. Click on Next.

Microsoft Authenticator

[ Notification approveci

Vv

13
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You have successfully set up MFA on your account. Please remember that you will
need your mobile device or access to the Authenticator app, for any future prompts.

How often you see these prompts will depend on the device and applications you are using.
MFA has been implemented to be as user friendly as possible, whilst still maintaining a high
level of security around your account.

What will | see if I’'m prompted?

When you receive a prompt to complete MFA, you will see a box come up on screen to
indicate that More information is required. Follow the instructions on screen and you can use
the method you have set up to authenticate.

You will be asked to log into your account if you access any services that MFA has been
applied on. For example, if you log into My UEA, you may be prompted.

Enter your username in the format of abc123xyz@uea.ac.uk and click on Next.

[[} University of
East Anglia
Sign in

abc13xyz@uea.acuk

Can't access your account?

Sign in with your UEA account e.g.
abc13xyz@uea.acuk - If you are an external party
collaborating with UEA please sign in with your
Office 365 account provided by your organisation
e.g. username@domain.com

Enter your password and click on Sign in

IE University of
East Anglia
€ hrh22ytu@east-anglia.ac.uk

Enter password

Forgotten my password

Sign in with your UEA account e.g. abc13xyz@east-
anglia.ac.uk - If you are an external party
collaborating with UEA please sign in with your
Office 365 account provided by your organisation
e.g. username@domain.com

14


mailto:abc123xyz@uea.ac.uk

IT SERVICES GUIDANCE [E lEJQS“{eA':I?]g?::f

You will then be asked to verify your identity, with either of the methods below, based on
your set up:

e aone-time passcode which you can find on the Authenticator App.

OR

e Alternatively, you could also receive an Approve/Deny natification on the
Authenticator app.

===

Desktop Enter code screen

[E University of
East Anglia
I:I@uea.ac.u k

Enter code

Enter the code displayed in the Microsoft
Authenticator app on your mobile device

ﬁ::e

Having trouble? Sign in another way

More information

Sign in with your UEA account e.g.
abcl13xyz@uea.ac.uk - If you are an external party
collaborating with UEA please sign in with your
Office 365 account provided by your organisation
e.g. username@domain.com

15
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Passcode option

E' University of

East Anglia
I uEA. AC UK

Notifications enabled

° You can use this device to approve
notifications to verify your sign-ins

|| One-time password code
29

© 404 143

[& Enable phone sign-in

@, Change password
A= Update security info

“U) Review recent activity

u

Notification option

Univarsity of East Anglia
IR 1BpVUBLEAAC. LK

Approve sign-in?
Univereity of East Angila
e EpABUEA AL LK

ey Approes

16
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Enter the code and click on Verify or click on Approve on the app. You should now be able
to access the UEA services.

More information about MFA can be found on My.UEA: https://my.uea.ac.uk/newlogin

For support, please contact the IT Service Desk visit: https://www.uea.ac.uk/itsupport (you
do not require your UEA login to access this page).

17
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